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Abstract

Software testing plays a vital role in the process of developing a high quality software.
Testing is necessary because we all make mistakes. Some of those mistakes are unimportant
but some of them are expensive and dangerous. In the analysis of survey the significance of
data mining techniques for software testing are studied. Also this paper presents an
introduction to data mining and its importance with strong exemplary illustrations. It not only
provides a vivid account of the need, objectives and principles of data mining for software
testing but also summarised it by compared with various papers studied.

Keywords: Data Mining, Software Testing, Software Engineering, Test Case, Software
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1. Introduction

In Computer Science, software engineering deals with the design and creation of programs
for computers and other electronic devices. In a typical software development methodology,
the work is split into distinct stages with specific activities in each, with the intention of
improving planning and management. The most commonly used methodologies include
waterfall, prototyping, iterative and incremental development, spiral development, rapid
application development, extreme programming and various types of agile methodology.
While a life-cycle model is a more general term for a category of methodologies, a software
development "process" is often synonymous to a specific process chosen by a specific
organization. A variety of such frameworks have evolved over the years, each with its own
recognized strengths and weaknesses. One software development methodology framework is
not necessarily suitable for use by all projects. Each of the available methodology
frameworks are best suited to specific kinds of projects, based on various technical,
organizational, project and team considerations.

Such contrasting development paradigms and the intricate dependencies that they create
increase the complexity of software systems. This slows down development and maintenance
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activities, causes faults and defects and eventually leads to an increase in cost of the software.
Organizations often fail to understand how their process impacts the quality of the software
that they produce. This is mainly due to the difficulty innate in discovery and measurement.
Although software metrics have long been the de-facto standard for the assessment of
software quality and development processes, their drawbacks are numerous. The over-
reliance on metrics that can be easily obtained and understood, usage of metrics that seem
interesting but remain irrelevant and uninformative and the difficulty in obtaining truly
valuable metrics are but to name a few.

Data mining is defined as the process of discovering previously unknown and potentially
useful information from data collections. Thus utilizing data mining in software testing with
the aim of software improvement has piqued the interest of researchers worldwide. There are
several challenges that emerge in mining software repositories. The major ones being, dealing
with the inherent complexity and sheer volume of the software engineering data. Data mining
concentrates on working with large quantities of data to provide a pattern. In terms of
consumer data it is very useful to lead to attain successful marketing. So sometimes it is
violating the information protection law by proving unknown relationships in data[9]. For
example, the software for pervasive computing based; HVAC control system to control
energy consumption needs proper testing, to provide efficient energy consumption [3]. In this
survey, we present an overview of data mining techniques and how they can be applied in the
context of software testing. More specifically, we categorize these techniques with respect to
the software development stages that they assist in the most.

2. Literature Review

i. A New Data Mining-Based Framework to Test Case Prioritization Using Software
Defect Prediction [1]

Test cases do not have the same importance when used to detect faults in software; therefore,
it is more efficient to test the system with the test cases that have the ability to detect the
faults. This research proposes a new framework that combines data mining techniques to
prioritize the test cases. It enhances fault prediction and detection using two different
techniques: 1 the data mining regression classifier that depends on software metrics to predict
defective modules, and 2 the k-means clustering technique that is used to select and prioritize
test cases to identify the fault early. Their approach of test case prioritization yields good
results in comparison with other studies. The authors used the Average Percentage of Faults
Detection APFD metric to evaluate the proposed framework, which results in 19.9% for all
system modules and 25.7% for defective ones. The result gives an indication that it is
effective to start the testing process with the most defective modules instead of testing all
modules arbitrary arbitrarily.

ii. Research on the Application of Data Mining in Software Testing and Defects
Analysis [2]
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The high dependability software is not only one of software technique development
commanding points, but also is the software industry development essential foundation, [2]
summarizes the data mining to face the detect of the software credibility test, the appraisal
and the technical aspect newest research, elaborated the data mining technology in the
software flaw test application, including flaw test in commonly used data mining method,
data mining system and software testing management system. Introduced specifically in view
of the software flaw's different classification based on the connection rule's software flaw
parsing technique's application, proposed based on the association rule's software detect
evaluation method, the purpose of which is to decrease software defects and to achieve the
rapid growth of software dependability.

iii. Data Mining for Software Testing [4]

Software testing activities are usually planned by human experts, while test automation tools
are limited to execution of pre-planned tests only. Evaluation of test outcomes is also
associated with a considerable effort by software testers who may have imperfect knowledge
of the requirements specification. Not surprisingly, this manual approach to software testing
results in heavy losses to the world’s economy. As demonstrated in this chapter, Data Mining
algorithms can be efficiently used for automated modelling of tested systems. Induced Data
Mining models can be utilized for recovering system requirements, identifying equivalence
classes in system inputs, designing a minimal set of regression tests, and evaluating the
correctness of software outputs.

iv. The use of data Mining Techniques for Improving Software Reliability [5]

The primary goal of software development is to deliver high-quality software efficiently and
in the least amount of time whenever possible. To achieve the preceding goal, developers
often want to reuse existing frameworks or libraries instead of developing similar code
artifacts from scratch. The challenging aspect for developers in reusing the existing
frameworks or libraries is to understand the usage patterns and ordering rules among
Application Programming Interfaces exposed by those frameworks or libraries, because many
of the existing frameworks or libraries are not well documented. Incorrect usage of
Application Programming Interfaces may lead to violated Application Programming
Interfaces specifications, leading to security and robustness defects in the software.
Furthermore, usage patterns and specifications might change with library refactoring,
requiring changes in the software that reuse the library.

Data mining techniques are applied in building software fault prediction models for
improving the software quality. Early identification of high-risk modules can assist in quality
enhancement efforts to modules that are likely to have a high number of faults. The [5]
presents the data mining algorithms and techniques most commonly used to produce patterns
and extract interesting information from software engineering data. The techniques are
organized in seven sections: classification trees, association discovery, clustering, artificial
neural networks, optimized set reduction, Bayesian belief networks, and visual data mining
can be used to achieve high software reliability.
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V. Similarity Distance Measure and Prioritization Algorithm for Test Case
Prioritization In Software Product Line Testing [6]

To achieve the goal of creating products for a specific market segment, implementation of
Software Product Line is required to fulfil specific needs of customers by managing a set of
common features and exploiting the variability’s between the products. Testing product-by-
product is not feasible in Software Product Line due to the combinatorial explosion of
product number, thus, Test Case Prioritization is needed to select a few test cases which
could yield high number of faults. Among the most promising TCP techniques is similarity-
based TCP technique which consists of similarity distance measure and prioritization
algorithm. The goal of [6] is to propose an enhanced string distance and prioritization
algorithm which could reorder the test cases resulting to higher rate of fault detection.
Comparative study has been done between different string distance measures and
prioritization algorithms to select the best techniques for similarity-based test case
prioritization. Identified enhancements have been implemented to both techniques for a better
adoption of prioritizing Software Product Line test cases. Experiment has been done in order
to identify the effectiveness of enhancements done for combination of both techniques.
Result shows the effectiveness of the combination where it achieved highest average fault
detection rate, attained fastest execution time for highest number of test cases and
accomplished 41.25% average rate of fault detection. The result proves that the combination
of both techniques improve Software Product Line testing effectiveness compared to other
existing techniques.

vi. Using Data Mining For Automated Design of Software Tests [7]

In today’s software industry, the design of test cases is mostly based on the human expertise,
while test automation tools are limited to execution of pre-planned tests only. Evaluation of
test outcomes is also associated with a considerable effort by human testers who often have
imperfect knowledge of the requirements specification. Not surprisingly, this manual
approach to software testing results in heavy losses to the world’s economy. In [7] authors
demonstrated the potential use of data mining algorithms for automated modelling of tested
systems. The data mining models can be utilized for recovering system requirements,
designing a minimal set of regression tests, and evaluating the correctness of software
outputs. To study the feasibility of the proposed approach, they have applied a state-of-the-art
data mining algorithm called Info-Fuzzy Network to execution data of a complex
mathematical package. The Info-Fuzzy Network method has shown a clear capability to
identify faults in the tested program.

vii.  Using Data Mining For Automated Software Testing [8]

In today's software industry, the design of test cases is mostly based on human expertise,
while test automation tools are limited to execution of pre-planned tests only. Evaluation of
test outcomes is also associated with a considerable effort by human testers who often have
imperfect knowledge of the requirements specification. Not surprisingly, this manual
approach to software testing results in heavy losses to the world's economy. In [8], they
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demonstrated the potential use of data mining algorithms for automated modelling of tested
systems. The data mining models can be utilized for recovering system requirements,
designing a minimal set of regression tests, and evaluating the correctness of software
outputs. To study the feasibility of the proposed approach, they have applied a state-of-the-art
data mining algorithm called Info-Fuzzy Network to execution data of a complex
mathematical package. The Info-Fuzzy Network method has shown a clear capability to
identify faults in the tested program.

viii.  Software Fault Prediction with Data Mining Techniques by Using Feature
Selection Based Models [10]

Software engineering activities comprise of several activities to ensure that the quality
product will be achieved at the end. Some of these activities are software testing, inspection,
formal verification and software defect prediction. Many researchers have been developed
several models for defect prediction. These models are based on machine learning techniques
and statistical analysis techniques. The main objectives of these models are to identify the
defects before the delivery of the software to the end user. This prediction helps project
managers to effectively utilize the resources for better quality assurance. Sometimes, a single
defect can cause the entire system failure and most of the time they drop the quality of the
software system drastically. Early identification of defects can also help to make a better
process plan which can handle the defects effectively and increase the customer satisfaction
level. But the accurate prediction of defects in software is not an easy task because this is an
indirect measure. Therefore, it is important to find suitable and significant measures which
are most relevant for finding the defects in the software system. [10] Presents a feature
selection based model to predict the defects in a given software module. The most relevant
features are extracted from all features with the help of seven feature selection techniques and
eight classifiers are used to classify the modules. Six NASA software engineering defects
prediction data sets are used in their work. Several performance parameters are also
calculated for measuring the performance and validation of this work and the results of the
experiments revealed that their proposed model has more capability to predict the software
defects.

ix. Mining Software Engineering Data [11]

Software engineering data contains a wealth of information about a project's status, progress,
and evolution. Using well established data mining techniques, practitioners and researchers
can explore the potential of this valuable data in order to better manage their projects and to
produce higher quality software systems that are delivered on time and within budget. [11]
Presents the latest research in mining Software Engineering data, discusses challenges
associated with mining Software Engineering data, highlights Software Engineering data
mining success stories, and outlines future research directions. Participants will acquire
knowledge and skills needed to perform research or conduct practice in the field and to
integrate data mining techniques in their own research or practice.

X. The data mining approach to automated software testing [12]

Volume X, Issue XII, December/2018 Page No0:35



The International journal of analytical and experimental modal analysis ISSN NO: 0886-9367

In today’s industry, the design of software tests is mostly based on the testers’ expertise,
while test automation tools are limited to execution of pre-planned tests only. Evaluation of
test outputs is also associated with a considerable effort by human testers who often have
imperfect knowledge of the requirements specification. Not surprisingly, [12] approach to
software testing results in heavy losses to the world’s economy. The costs of the so-called
catastrophic software failures are even hard to measure. In [12], they demonstrated the
potential use of data mining algorithms for automated induction of functional requirements
from execution data. The induced data mining models of tested software can be utilized for
recovering missing and incomplete specifications, designing a minimal set of regression tests,
and evaluating the correctness of software outputs when testing new, potentially flawed
releases of the system. To study the feasibility of the proposed approach, they have applied a
novel data mining algorithm called Info-Fuzzy Network to execution data of a general-
purpose code for solving partial differential equations. After being trained on a relatively
small number of randomly generated input-output examples, the model constructed by the
Info-Fuzzy Network algorithm has shown a clear capability to discriminate between correct
and faulty versions of the program.

xi. Analytical Study of Data Mining Techniques for Software Quality Assurance [13]

Satisfying the customer requirements is the ultimate goal of producing or developing any
product. The quality of the product is decided on the bases of the level of customer
satisfaction. There are different techniques which have been reported during the survey which
enhance the quality of the product through software defect prediction and by locating the
missing software requirements. Some mining techniques were proposed to assess the
individual performance indicators in collaborative environment to reduce errors at individual
level. The basic intention is to produce a product with zero or few defects thereby producing
a best product quality wise. In [13] analysis of survey the techniques like Genetic algorithm,
artificial neural network, classification and clustering techniques and decision tree are
studied. After analysis it has been discovered that these techniques contributed much to the
improvement and enhancement of the quality of the product.

xii.  Data mining in software engineering [14]

The increased availability of data created as part of the software development process allows
applying novel analysis techniques on the data and using the results to guide the process’s
optimization. In [14] the authors described various data sources and discuss the principles and
techniques of data mining as applied on software engineering data. Data that can be mined is
generated by most parts of the development process: requirements elicitation, development
analysis, testing, debugging, and maintenance. Based on this classification they survey the
mining approaches that have been used and categorize them according to the corresponding
parts of the development process and the task they assist. Thus the survey provides
researchers with a concise overview of data mining techniques applied to software
engineering data, and aids practitioners on the selection of appropriate data mining
techniques for their work.
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xiii. Data Mining Techniques used in Software Engineering: A Survey [15]

A typical software development process has several stages; each with its own significance
and dependency on the other. Each stage is often complex and generates a wide variety of
data. Using data mining techniques, they can uncover hidden patterns from this data, measure
the impact of each stage on the other and gather useful information to improve the software
development process. The insights gained from the extracted knowledge patterns can help
software engineers to predict, plan and comprehend the various intricacies of the project,
allowing them to optimize future software development activities. As every stage in the
development process entails a certain outcome or goal, it becomes crucial to select the best
data mining techniques to achieve these goals efficiently. In [15], they surveyed the available
data mining techniques and proposed the most appropriate techniques for each stage of the
development process. They also discuss how data mining improves the software development
process in terms of time, cost, resources, reliability and maintainability.

xiv. Extracting Test Cases by Using Data Mining; Reducing the Cost of Testing [16]

In [16] Case-Based Reasoning and Data mining are used as efficient methods for effort
estimation and automated testing has been investigated respectively If your software has
many outstanding features but does not work properly due to lack of testing, your software is
subjected to fail so in order to test them properly, the test results could help the developer to
classify them in different categories such as different process models and different types of
errors in each developing life cycle phase, then by having these classified results and using
data mining methods and Case-Based Reasoning, it would be easy to have the new software’s
properties and estimate the future test cases in order to reduce the cost of testing phase and
eventually the developing cost in similar upcoming projects. In [16] they tried to emphasize
on testing the similar software with similar test cases. To make it much more efficient, a case
with different types of attributes is designed for each software which shows the behaviour of
it, then they evaluate any upcoming software by fining the most similar case for it from the
stored cases and do the performed test cases for it. By estimating the proper set of domains
for each attributes, they could increase the efficiency.

XV. Research Progress on Software Engineering Data Mining Technology [17]

At present, with the scale expansion of computer software, only rely on manual for software
development, maintenance and other work is more difficult. Data mining technology can
accelerate the speed of software development, and can in many databases find valuable data.
[17] Makes in-depth studies on software engineering data mining technology, and introduces
the influence of data mining technology. Software engineering data mining technology is to
use existing technology or new data mining algorithm in massive databases, and is the
process of collecting valuable information for software developers through a series of steps,
such as selection, analysis, formulation. It is a process of clear grasp and management of
software development. Software developers must collect the required data, which is the
practice of software development industry. To complete the work, they extracted the required
data information from large amounts of data, and the process of collecting and selecting
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information is the process of data mining. At present, data mining technology has been
widely used in software testing. [17] Introduces the relevant knowledge of data mining
technique and its application in software testing.

3. Analysis

In [1] the authors highlighted the importance of the test cases and how to increase more test
case using data mining techniques combined with software testing. [2] Explored how data
mining techniques are used to produce defect free software product. [4] Demonstrated the
importance of data mining and how it can be efficiently used for automated modelling of
testing systems. [5] Discussed how different data mining techniques used to explore software
engineering data to achieve high software reliability. The goal of [6] is to propose enhanced
string distance and prioritization algorithm to reorder the test cases to improve the efficiency.
[7] Proposed state of the art data mining algorithm called Info-Fuzzy Network to execute
complex data. In [8] the authors introduced an emerging methodology for automated
regression testing of data driven software systems. In [10] the authors proposed a feature
selection model for software defect prediction. The [11] provides a good understanding of
existing research. They overviewed various data mining tools which helps to explore the data
and integrate data mining techniques for research. [12] Presents and evaluated an emerging
Data Mining based methodology for automated input-output analysis of data driven software
systems.[13] Surveyed the techniques like Genetic algorithm, clustering & classification
techniques, decision tree and artificial neural network are studied. The [14] provides survey
of how data mining techniques are applied to software engineering data. [15] presents a
survey of need and importance of using data mining techniques to aid software engineering to
tackle bugs, rise of software maintenance cost and unclear requirements etc. In [16] case
based reasoning and data mining are used for effort estimation and automated testing has
been investigated. The [17] suggested the suitable data mining technique for software
engineering which is used in code analysis, software fault detection and software project
management.

4. Conclusion

In recent years, data mining technology is widely used in software testing, and applying data
mining in software testing can improve the maintenance efficiency of software system, which
also to a certain extent, increases system stability. Data mining techniques combined with
software testing helps to produce high quality software. In this survey it has been explored
that improving software quality through software defect prediction using various data mining
techniques.
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