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Abstract 

This research paper proposes a machine learning based malware analysis framework, which is made 

out of three modules: data processing, decision making, and new malware detection. The data 

processing module manages text to ASM, Opcode n-gram, and import functions, which are utilized to 

remove the features of the malware. The decision-making module utilizes the features to group the 

malware and to identify suspicious malware. Malware designers have been profoundly fruitful in 

evading the signature based detection techniques. The greater part of the prevailing static analysis 

techniques involve an instrument to parse the document. The entire analysis process gets dependent to 

the efficiency of the instrument; if the device crashes the procedure is hampered. The greater part of 

the dynamic analysis techniques involve the binary document to be run in a sand-boxed environment 

to examine its behaviour. This can be handily upset by hiding the malicious activities of the _le on the 

off chance that it is being run inside a virtual environment. 

 Keywords[ Malware detection, suspicious malware, opcode, ASM] 

 

1. Introduction 

An enormous number of researches have read techniques for analyzing and detecting 

malware. Traditional business antivirus items for the most part depend on signature-based technique, 

which needs a nearby signature database to store patterns extricated from malware by specialists. Be 

that as it may, this methodology has incredible limitations since explicit minor changes to malware 

can change the signature, so increasingly more malware could without much of a stretch avoid 

signature-based detection by encrypting, obfuscating, or packing. Identifying malicious software 

executables is made troublesome by the constant adaptations introduced by miscreants in request to 

sidestep detection by antivirus programming. Such changes are akin to mutations in organic 

sequences. Recently, high-throughput techniques for gene sequence classification have been created 

by the bioinformatics and computational science communities.. 

The issues with the need to store a huge number of words turns out to be even progressively 

hazardous when the size of the letter set increases. This is plainly the situation when we consider 

accumulated code or source code. Strand tends to this issue by utilizing a type of lossy compression 
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called Minhashing which despite everything underpins sequence comparison, however with a much 

diminished memory footprint. 

Advantages and Limitations Since, during dynamic analysis malware is being executed, this 

will assist us with countering the techniques defeating static analysis, for example, packing and 

obfuscation. Significant limitations of Dynamic Analysis are that we are generally ready to monitor a 

single way of execution, so it experiences incomplete code inclusion. Additionally, on the off chance 

that a malware can identify the sandbox, then it might modify it conduct by hiding the malevolent 

exercises, along these lines evading the analysis. Another limitation is that, on the off chance that 

there is any bug in the sandbox environment, then malware can infect the host PC or different PCs on 

the network. 

 Malware Nomenclature albeit all anti-infection companies follow thorough naming 

conventions for malwares however there is no standard conventions for naming malwares. So it is 

very conceivable that different anti-infection engines may assign different names to the equivalent 

malware record. With the end goal of this proposition we will examine the naming convention 

followed by Microsoft anti-infection. Microsoft anti-infection utilizes the malware naming plan 

proposed by Computer Antivirus Researchers Organization (CARO). 

 

Figure 1: Naming Scheme for Malware  

Malware belonging to a similar family have code likenesses, which help in creating generic 

detection and evacuation techniques. It is the most important field in the naming convention. Variant 

is utilized to distinguish between different versions of a similar family. Information field is utilized to 

indicate some additional information about the malware, for example, regardless of whether it is 

debased, compacted, pressed, and so on. It might likewise include any other information which the 

analyst considers as an important quality of that malware. For instance link might be added to 

determine that the malware is an alternate route document. A malware name must include the family 

name and the variant name different fields might be dropped. Only if their is only one variant of a 

specific family is known, variant field is permitted to be dropped. At places in this theory family has 

been supplanted by class, subsequently malware class and malware family are essentially the 

equivalent. 

Prior works on Malware detection 

A malware can be in type of a content, an executable or any other software program. 

Comprehensively, malwares can be named Worms, Viruses, Trojans, Ransomwares, Adwares, 

Spywares, Bots, PUPs 1 , Rootkits, Scarewares, and different malicious programs. Pretty much every 
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assault we find out about, for example, the Mirai malware assault and WannnaCry Ransomware 

assault, involves a malicious programming. With the rising advanced footprint the intricacy of these 

assaults is likewise increasing. 

Malware are being utilized to assault basic infrastructures, for espionage against a nation, for 

stealing private information or for conducting financial fakes. All the assaults use network as a 

medium. Practically all the malware detection framework in industry use either signature based 

methodology or anomaly based methodology. A signature is a unique sequence of bytes that is present 

in the malicious binary and in the records that have been harmed by that malware. Signature based 

strategies utilize the unique signatures created by the anti-infection companies using the known 

malware to catch the danger. This methodology is quick and has high precision, however it comes up 

short in detecting already unseen malware. So generally, after a new malware has infected numerous 

frameworks an analyst might have the option to generate its signature. Likewise the signature 

database must be arranged manually which is a tedious procedure. In anomaly based methodology the 

anti-virus company’s frames a database of actions that are considered safe. In the event that a 

procedure breaks any of these predefined principles, it is named as malicious. In spite of the fact that 

with anomaly based strategy we can identify new unseen malware tests yet the bogus alert rate is 

high. 

 

2.Prior Algorithms Used For Malware Detection 

1. Logistic Regression:  

Logistic Regression is fundamentally a directed characterization algorithm. In a 

characterization issue, the objective variable (or yield), y, can take simply discrete characteristics for a 

given arrangement of features (or inputs), X. Rather than prevalent thinking, determined backslide IS 

a backslide model. The model structures a backslide model to anticipate the probability that a given 

information section has a spot with the classification numbered as "1". Much equivalent to linear 

backslide expect that the information seeks after a straight work, Logistic backslide models the 

information utilizing the sigmoid limit. Logistic regression turns into a request strategy exactly when 

a decision limit is brought into the picture. The setting of the breaking point regard is a significant 

piece of Logistic regression and is reliant on the grouping issue itself. 

2. Random Forest 

Random forests, a mainstream machine learning approach us used to characterize malware 

and benign applications. Random forest fundamentally is utilized for classification and regression. It 

consists of set of binary decision trees. Through the training of different decision trees, the algorithms 

combines results from these trees with voting approach. In the wake of extracting the features, 

random forest calculation is utilized for classification. The name in the event that we separate the 

word, it consists of 'forest' which consist of gathering of decision trees, and the word 'random' comes 

since we are doing random sampling. On applying this calculation on an informational index, it takes 
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a subset of the information as training set and bunches the information into gatherings and subgroups. 

On connecting the information points to gatherings and sub-bunches we get a structure resembling a 

tree, called decision tree. The calculation then readies a number of trees, resembling a forest. In any 

case, each tree is different, concerning each split in the tree, the factors are chosen randomly. The 

remaining informational index, aside from the training set is utilized for predicting the tree in forest 

which makes best classification of information points and the tree having most prescient force is 

shown as yield. Then, a set of lables is set to determine the kind of each application where 1 denotes 

malware and 0 denotes benign applications. At every node of the decision tree, it parts the training set 

into two subsets with different marks by minimizing the uncertainty of the class labels. 

3. Decision Tree 

Decision trees are one of the broadly utilized and useful strategies for inductive inference. It 

is a strategy for approximating discrete esteemed objective functions in which the learned function is 

represented by a decision tree. Decision trees give a basic arrangement of decides that can sort new 

information. Creating decision trees requires a pre-grouped dataset in request for the calculations to 

learn patterns in the information. This training dataset is comprised of features which are quantifiable 

qualities of the information. When the decision tree is worked from these features, the principles for 

characterizing information can be utilized to identify and arrange new information of interest by 

incorporating the rationale into existing defenses like IDS, firewalls, exclusively constructed detection 

contents, or classification programming. Decision trees are devices for analyzing information and 

identifying significant attributes in network information that indicate malicious exercises. Decision 

trees can help groups to determine which IDS signatures to compose, which firewall rules to 

implement, and what sort of network action to hail for additional analysis. Be that as it may, decision 

trees alone don't make a move to stop danger, similar to firewalls and Intrusion Prevention Systems 

(IPS). Their decision rationale can be utilized in conjunction with other continuous devices to make 

remedial move against digital dangers by highlighting what the malicious action resembles. In the 

classification issue, Decision Tree ready to accomplish most noteworthy exactness with 93.3% for 

multiclass and 94.6% for binary classification. Likewise, the outcome accomplished by Decision Tree 

is far superior to Sandbox. 

4. Adaboost 

AdaBoost is one of the most common boosting algorithms in ensemble learning, and is short 

for Adaptive Boosting. This calculation can be utilized in conjunction with many other machine-

learning calculations to improve the detection precision. AdaBoost bolsters a weight distribution over 

the training set to minimize mistakes and expand the margin regarding the features. It can generate 

powerful and precise predictions by combining many basic and reasonably exact speculations into a 

strong theory. AdaBoostM1 is one of the two significant versions of AdaBoost calculations for 

binary-classification problems.AdaBoost consists of many vulnerable classifiers, and renders the 
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absolute last yield the utilization of weighted vulnerable classifiers. It is a versatile version, on the 

grounds that a helpless classifier can be refreshed the utilization of misclassified results. 

5. Gradient Boosting 

Gradient boosting is one of machine learning algorithms utilized for classification and 

regression. It combines models from different calculations to create new iterative one. Gradient 

boosting is one of the most uncontrollably utilized machine learning calculations because of its 

exactness and efficiency. It began with the Adaptive Boosting (AdaBoost) then formed into many 

calculations and techniques, for example, GBM. It is an ensemble of the model using a boosting 

technique, essentially combining powerless classifiers to frame a stronger one. In particular, for this 

situation, the feeble classifiers are different decision trees, hence the consequence of GBDT model 

could be considered as a combination of these decision trees. The boosting procedure is sequential, 

which connects the subsequent trees to the past ones with blunders in the predictions generated in the 

past in request to diminish the prediction mistake continuously during the combination procedure. 

Also, the GBDT model won't consider the outcome from one single tree as the final outcome. Along 

these lines, it tends to be utilized to take care of the overfitting issue too. 

3.Proposed Pre-Processing For Malware Model  

Initial component engineering consisted of extracting different keyword counts from the 

ASM files just as the entropy and document size from the BYTE documents of the 10868 malware 

tests in the training set. Image files of the initial 1000 bytes of the ASM and BYTE documents were 

made and combined with watchword and entropy information. This brought about a lot of 2018 

features. Flow control graphs and call graphs were generated for each ASM test. A list of capabilities 

was then generated from the graphs, including graph greatest delta, density, width and function counts 

and so forth. 

 

 

Figure 2: The malware detection 

Learning Opcode Sequence through LSTM: 
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In this section, we introduce another important part of Proposed EMDT, which manages 

opcode sequence with LSTM to learn malicious sequence features and patterns. Opcode sequences are 

removed from decompiled files. These sequences really reflect code rationale and program execution 

rationale of official files. Hence, LSTM can mine malicious code sequence features corresponding to 

elevated level malicious behavior from them.  

Opcode Sequence Extraction:  

To learn from opcode sequence, first we need to extricate opcode sequence from raw official 

fles. We decompile the official file through IDA Pro which generates .asm design decompiled file. 

IDA Pro is a common decompilation and debugging tool that settle malware into Intel x86 get 

together instructions.  

Then for the .asmfile, we navigate all lines and cut sentences through space character as a 

delimiter to coordinate each expression to our predefined opcode set which contains all common Intel 

x86 get together instructions. In the event that the matching is effective, we retain the opcode; else, 

we erase the expression. During this procedure we find that there are a huge number of copy opcode 

subsequences on decompiled files, for example, dd,dd, . . . , dd or db, db, db, . . . , db. So it is required 

to filter these duplicate subsequences by adding a few principles. Te pseudo code of our opcode 

sequence extraction algorithm is shown below.  

Opcode sequence extraction algorithm 

 

1 files = get_files( ); 

2 for l in files; 

3     file = open(l.asm); 

4     for line in file; 

5         words = .split(“ ”); 

6             for word in words; 

7                    The current word belongs to opcode set opcode_set; 

8 The last 3 words are not duplicated opcodes; 

9                        if word in opcode_set and (word!= last_word & last_last_word!= last_word) 

10                      last_last_word = last_word; 

11                      last_word = word; 

12                      filter_words.add(word); 

13                      endif; 

14             end for; 

15     end for; 

16 end for; 

Input: Executive file 

Output: Opcode sequence 

 

 

During the time spent opcode sequence extraction, the size of the opcode set will affect the 

average length of opcode sequences. Bigger opcode set will acknowledge more kinds of opcodes. 

Since there are many noise information and too long opcode sequence will cause difficult learning 

issue with LSTM, we need to confine the size of the opcode set in a reasonable range so it only 
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contains the most legitimate information. So we treat all decompiled .asmfiles as text and instructions 

as vocabularies. Then we make frequency statistics and filter out the low frequency vocabularies. 

After that we utilize every jargon frequency as an element and play out a classifcation by a random 

forests model, random forests can give the best feature importance. We pick the vocabularies which 

give the best feature importance. Finally we get opcode set including 185 elements and extract opcode 

sequences with that. At this point these opcode sequences ought to be digitized before being utilized 

as input of neural network; we utilize one-hot encoding which just takes a mapping transformation to 

get a sparse vector like [0, 0, 0, 1, 0, . . . , 0] whose N binary status bits represent N states only 

containing one nonzero element. And each opcode gets a unique one-hot representation. 

Very Long Sequence Learning by LSTM.  

We first briefly introduce LSTM network. As a deep neural network Long-Short Term 

Memory (LSTM) is broadly utilized for processing time arrangement data, which is an improved 

model based on Recurrent Neural Networks (RNNs). RNN utilizes an internal state to represent past 

input esteems which permits it to catch worldly context. Based on this, LSTM utilizes the Constant 

Error Carousel (CEC) and all around designed "door" structures to facilitate the vanishing gradient 

issue during mistakes back propagation. So misfortune can flow in reverse through longer time step, 

which enables LSTM to learn long-term dependency and context. In brief, LSTM includes three 

entryways (input door, overlook door, and yield door) to choose and control the CEC state. Here 

Proposed EMDT utilizes LSTM network to learn from opcode sequence for malware detection. 

Notwithstanding, one existing issue for LSTM is that it is difficult to effectively train when 

the input sequence is excessively long, however LSTM can catch longer time arrangement context 

than RNN. In our work, in the event that the size of official fle is extremely enormous, then the length 

of separated opcode sequence is long. For instance, the normal opcode sequence length of Ramnit 

malware family tests arrives at 36,000. Be that as it may, the performance of LSTM is decreased 

quick when the length of input sequence surpasses 200. So how to process long sequence with LSTM 

network is critical.  

One straightforward methodology for long sequences processing with LSTM network is 

Truncating And Padding (TAP). Specifically, TAP frst sets a fixed length N, truncates and disposes of 

the piece of long sequences exceeding length N, and cushions short sequences to length N with 

predefined identifier. It is convenient yet it abandons a great deal of information because of the 

truncation operation. It enhances the computational efficiency by sacrificing a little piece of the 

precision comparing with standard BPTT (or full BPTT) since standard BPTT calculation is less 

effective when backpropagation distance is excessively long. In addition, truncated BPTT is 

progressively reasonable for online learning, as it can rapidly adjust to the newly generated piece of 

an extremely long sequence. Generally speaking, truncated BPTT is reasonable and effective since it 

learns all sequence information comparing with TAP methodology.  
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In our scenario, a handy implement based on truncated BPTT calculation for LSTM network. 

Since gradients are only spread in the window, we first gap an opcode sequence into numerous 

subsequence’s, where the length of every subsequence rises to the window length of truncated BPTT. 

Ten for every subsequence we simply do a full BPTT which equivalents doing the truncated BPTT for 

the entire sequence with no intersection window division. Most importantly, this permits LSTM to 

train in equal on a bunch of subsequences. One of the serious issues with LSTM is that the recurrent 

structure confines it to train a sequence sequentially, which is inefficient. Be that as it may, with these 

subsequences, our LSTM training procedure can be multiple times quicker. 

Experimental results  

Selection Comparison 

 Testing with an proposed model validation produced the following results: 

- Original ASM Keyword Counts (1018 features): logloss = 0.01 

- 10% Best ASM Features  (202 features): logloss = 0.0184 

- 20% Best ASM  (350 features): logloss = 0.0132 

- 30% Best ASM Feature Statistics (550 features):  

  multiclass logloss = 0.0133,  accuracy score = 0.9978 

  - 40% Best ASM with feature statistics: 

  multiclass logloss = 0.0115, accuracy score = 0.9976 

 

 

Models Accuracy 

(%) 

AUC TPR 

(%) 

FPR 

(%) 

EER 

(%) 

Training 

time (h) 

Detection 

time (ms) 

Linear 

Regression 

96.21 0.9847 91.65 0.1 3.95 4.01 9.03 

Decision 

Tree 

97.52 0.9899 95.48 0.1 2.68 4.33 5.20 

Gradient 

Boosting 

98.47 0.9981 97.87 0.1 1.47 2.61 1.81 

 (Proposed 

EMDT) 

99.35 0.9999 99.51 0.1 0.41 1.03 0.09 
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Figure 3-Accuracy comparison 

 

Figure 4-AUC comparison 

 

 

Figure 5-True Positive Ratio comparison 

 

 

Figure 6-false Positive Ratio comparison 
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Figure 7-ERR Ratio comparison 

 

 

Figure 8-Training Time  comparison 

 

 

Figure 9-Detection Time  comparison 

 

Models Accuracy (%) TPR (%) 

Linear Regression 96.21 91.65 

Decision Tree 97.52 95.48 

Gradient Boosting 98.47 97.87 

(Proposed EMDT) 99.35 98.51 
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Methods Accuracy (%) Training time (h)  Detection time (s) 

Linear Regression 96.21 21.35 10.54 

Random Forest 96.85 20.65 8.01 

Decision Tree 97.58 13.05 5.56 

Adaboost 98.23 8.25 2.36 

Gradient Boosting 97.36 2.64 1.87 

(Proposed EMDT) 99.47 3.01 0.03 

 

Conclusion 

Some recent works attempt to avoid the detection of machine learning based malware 

classifiers by adversarial learning. Their experiments show that it is conceivable to generate ill-

disposed examples based on a trained machine learning classifier. The centre of ill-disposed example 

crafting is to find a little perturbation on highlight vectors 𝑋 of original malware test to change the 

classification results 𝐹 to benign. Officially, they process the gradient of 𝐹 as for to evaluate the 

direction wherein a perturbation 𝜎 in 𝑋 would maximally change  's yield. The fundamental thought is 

shown in Figure 10. This assault scene is mainly brought about by the attributes of discriminative 

model and lacking of sufficient information. When dealing with a classification task with 

discriminative model, since it is practically difficult to have enough information to assist model with 

making decision in entire component space, discriminative model will attempt to expand the distance 

between tests and decision boundary for better classification result and, meanwhile, expand the region 

of every classification in highlight space. The benefit of this is to make the classification simpler; 

however the downside is that it additionally includes a ton of highlight spaces that don't obviously 

belong to current class, which enables aggressors generating antagonistic examples from this feature 

space. 
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