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ABSTRACT

For many mission-critical related wireless sensor net-work applications such as military and
homeland security, user’s access restriction is necessary to be enforced by access control
mechanisms for different access rights. Public key-based access control schemes are more
attractive than symmetric-key based approaches due to high scalability, low memory
requirement, easy key-addition/revocation for a new node, and no key pre-distribution
requirement. Precision farming isan approachwhere inputs are utilised in precise amounts to
get increased average yields, compared to traditional cultivation techniques. Precision
agriculture refersto the precise application of agricultural inputs with respectto soil, weather
andcropneedinorder to improve productivity, quality,and profitability in agriculture. ... It
enablesfarmersto use crop inputs more efficiently including pesticides, fertilizers, tillage and
irrigationwater
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[1] Introduction

The Wireless Sensors Network and the Internet of Things are nowadays commonly used to
build decision support systems to solve the problems in the real-world. One of the most important
fields having an increasing need of decision support systems is precision agriculture.

The global population is predicted to touch 9.6 billion by 2050 — this posesa big problem for
the agriculture industry. Despite combating challenges like extreme weather conditions, rising
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climate change, and farming’s environmental impact, the demand for more food hasto be met. To
meet these increasing needs, agriculture has to turn to new technology. Smart farming based on
0T technologies will enable growers and farmers to reduce waste and enhance productivity from
optimizing fertilizer use to increase the efficiency of farm vehicles’ routes.

[2] Literature Review

In this paper we present a survey of wireless sensor network in precision agriculture with
different Cloud-based 10T schemes. These methods are used to solve the agricultural related
problems like farming resources optimization, decision making support, and land monitoring.

In 1oT-based smart farming, a system is built for monitoring the crop field with the help of
sensors (light, humidity, temperature, soil moisture, etc.) and automating the irrigation system.
The farmers can monitor the field conditions from anywhere. loT-based smart farming is highly
efficient when compared with the conventional approach.

The applications of loT-based smart farming not only target conventional, large farming
operations, but could also be new leversto uplift other growing or common trends in agricultural
like organic farming, family farming (complex or small spaces, particular cattle and/or cultures,
preservation of particular or high-quality varieties, etc.), and enhance highly transparent farming.

In terms of environmental issues, loT-based smart farming can provide great benefits
including more efficient water usage, or optimization of inputs and treatments. Wireless Sensor
Networks (WSNs) can be used in agriculture to provide farmers with a large amount of
information. Precision Agriculture (PA) is a management strategy that employs information
technology to improve quality and production. Utilizing wireless sensor technologies and
management tools can lead to a highly effective, green agriculture. Based on PA management, the
same routine to a crop regardless of site environments can be avoided.

From several perspectives, field management can improve PA, including the provision of
adequate nutrients for crops and the wastage of pesticides for the effective control of weeds, pests,
and diseases. This review outlines the recent applications of WSNs in agriculture research as well
as classifies and compares various wireless communication protocols, the taxonomy of energy -
efficientand energy harvesting techniques for WSNs that can be used in agricultural monitoring
systems, and comparison between early research works on agriculture-based WSNSs.

The challenges and limitations of WSNs in the agricultural domain are explored, and several
power reduction and agricultural management techniques for long-term monitoring are
highlighted. These approaches may also increase the number of opportunities for processing
Internet of Things (1oT) data.

[3] Methodology
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Technology has changed over time and agricultural drones are a very good example of this.
Today, agriculture is one of the major industries to incorporate drones. Drones are being used in
agriculture in order to enhance various agricultural practices.

The ways ground-based and aerial-based drones are being used in agriculture are crop health
assessment, irrigation, crop monitoring, crop spraying, planting, and soil and field analysis.

The major benefits of using drones include crop health imaging, integrated GIS mapping, ease
of use, saves time, and the potential to increase yields. With strategy and planning based on real -
time data collection and processing, drone technology will give a high-tech makeover to the
agriculture industry. So in this work we have to do the following processes:

e Monitor and collect the Soil and weather condition based crop cultivation using loT and WSN.

e Collectthe cultivation details based on area where the particular crop will grow and time when
we can cultivate the particular crop.

e Store the collected details in cloud.

[4] Water and Energy Utilization

Irrigation is the artificial application of water to the soil through various systems of tubes,
pumps, and sprays. Irrigation is usually used in areas where rainfall is irregular or dry times or
drought is expected. There are many typesof irrigation systems, in which water is supplied to the
entire field uniformly. Irrigation water can come from groundwater, through springs or wells,
surface water, through rivers, lakes, or reservoirs, or even other sources, such as treated
wastewater or desalinated water.

Modern agriculture needs modern energy - the two are closely linked. For many developing
countries, agriculture is the dominant sector in developing the economy. Increasing productivity
and the modernisation of agricultural production systems are the primary drivers of global poverty
reduction and energy plays a key role in achieving this. Energy inputto modern and sustainable
agricultural production and processing systems is a key factor in moving beyond subsistence
farming towards food security, added value in rural areas and expansion into new agricultural
markets. In many cases, renewable energy technologies and hybrid systems can provide energy
services that neatly support the production process, e.g. by providing irrigation (pumps) or post
harvest treatment (cooling) or processing (drying, milling, pressing).

e Inthis phase, we have to monitor and store the water utilization and energy utilization details
separately according to the soil, time and area respectively.For the above process we are using
wireless sensor network technique.

[5] Classification Technique
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We apply any one of existing classification algorithm to classify the above data to identify
where the selected crop can grow well according to the season, Soil type and area.Based on this
classification result, we can come to a decision and tell the former to choose their crop cultivation
at right time with right location.

[6] Secured Cloud Storage Using Proposed Cryptography Algorithm

The storage and retrieve the data from cloud is most important process, because the data should
be accessed by authorized persons only. To protect the data in cloud we can use our proposed
cryptographic algorithm.

The above algorithm should keep the records safe and also the data can be accessed only by
the admin or authenticated users like registered formers.

[7] Architecture of the System
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[8] Comparative Study on Algorithms

In this phase, we try to prove that our proposed algorithm will secure the cloud datacompared
with the existing algorithms.

To prove that, we can use different existing cryptographic algorithms and check the accuracy

level of each algorithms. After comparing the different algorithms, we produce the result in
graphical and table representation.

[9] Conclusion

In general, water, energy issue and irrigation methods play an important role in agriculture
field for efficient usage of water and energy and increase productivity.

So, water and energy consumption reduction will helps the farmers economic at the small
farms with low water resource. The stored accurate information about weather condition and crop
type details can help to make decisions for the next process.

To achieve this goal we use the 1oT and WSN technology. By using this technique we can

improve the productivity and can reduce the usage of water and energy resources. Also we can
protect the data while storing and accessing the data to and from the cloud.

[10] Scope for Future Enhancement

As future work, can design application software like Mobile Application for access and control
the hardware systems used in precision agriculture along with Al and machine learning methods.
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